NEW DIRECTIONS IN THE THEORY OF IDENTIFICATION VIA CHANNELS

Rudolf Ahlswede^1 and Zhen Zhang^2

1. 2.

Universität Bielefeld Communication Sciences Institute Fakultät für Mathematik University of Southern California Postfach 100131 Los Angeles, CA 90089–2565 33501 Bielefeld Research supported in part by Germany NSF Grant NCR–920 5265 and SFB 343, Diskrete Strukturen in der Mathematik, Bielefeld

Abstract

We study two problems in the theory of identification via channels. The first problem concerns the identification via channels with noisy feedback. Whereas for Shannon’s transmission problem the capacity of a discrete memoryless channel does not change with feedback, we know from [3] and [4] that the identification capacity is affected by feedback. We study its dependence on the feedback channel. We prove both, a direct and a converse, coding theorem. Although a gap exists between the upper and lower bounds provided by these two theorems, the results of [3] and [4], namely the result for channels without feedback and the result for channels with complete feedback, are all special cases of these two new theorems, because in these cases the bounds coincide.

The second problem is the identification via wiretap channels. A secrecy identification capacity is defined for the wiretap channel in analogy to the definition of [1]. A “Dichotomy Theorem” is proved which says here that the second order secrecy identification capacity is the same as Shannon’s capacity for the main channel as long as the secrecy transmission capacity of the wiretap channel is not zero, and zero otherwise.

Equivalently we can say that the identification capacity is not lowered by the presence of a wiretapper as long as one bit can be transmitted (or identified) correctly with arbitrarily small error probability. This is in strong contrast to the case of transmission.

Key Words. Cryptography, Identification, Channel Capacity, Wiretap Channel, Noisy Feedback.

1. Introduction

The model of identification via channels was introduced by R. Ahlswede and G. Dueck in [3]. Since then, several articles (c.f. [4] – [7]) on this subject have appeared and their are still many interesting and important open problems in this fertile research area. In this paper we introduce and study two new problems. The first of them concerns identification via channels with noisy feedback, which is a model that unifies also the case of channels without feedback and the case of channels with complete (or noiseless) feedback. The identification problems for these two cases were studied in the papers [3] and [4], which contain the most basic results in this area.

A communication channel with noisy feedback is defined by a quadruple {X , W, Y, Z} (1.1) where X is the input alphabet, Y is the output alphabet, Z is the output alphabet for the feedback and W = { W (y, z|x) : x ∈ X , y ∈ Y, z ∈ Z } is a stochastic matrix which gives the conditional probability of the output letters y and z when the input letter is x . The transmission probability for n–sequences x^n = (x_1, . . . , x_n) ∈ X^n , y^n = (y_1, . . . , y_n) ∈ Y^n , z^n = (z_1, . . . , z_n) ∈ Z^n is given by

W^n(y^n, z^n|x^n) = n∏ t=1 W (y_t, z_t|x_t) (1.2)

for n = 1, 2, 3, . . . . That is, the channel is assumed to be memoryless.

To define identification feedback codes (IDF) in the sense of [4] for this channel we let F_n be the set of all possible vector valued functions

f = [f^1, . . . , f^n] (1.3)

where for t ∈ {2, . . . , n} f^t is defined on Z^{t−1} and takes values in X . f^1 is an element of X . It is understood that, when f is used for the transmission over the channel, after the feedback signals z_1, z_2, . . . , z_{t−1} have been made known to the sender by the feedback channel, the sender transmits f^t(z_1, . . . , z_{t−1}) . When t = 1 , the sender transmits f^1 . The joint distribution of the output random variables Y_1, . . . , Y_n and the feedback random variables Z_1, . . . , Z_n is determined by the function f used and by W as follows. For y^n ∈ Y^n, z^n ∈ Z^n

Prob(Y^n = y^n, Z^n = z^n|f) = W^n(y^n, z^n|f) = n∏ t=1 W ( y_t, z_t|f^t(z_1, . . . , z_{t−1}) ) (1.4)

We set

W^n(y^n|f) = ∑ z^n∈Z^n W^n(y^n, z^n|f) (1.5) 3

and describe now the feedback codes with randomized encoding strategies, that is, elements of P(F_n) , the set of probability distributions on F_n . Definition 1. A randomized (n, N, λ) IDF code for W is a system { (Q_F (·|i), D_i) : i = 1, . . . , N } with Q_F (·|i) ∈ P(F_n), D_i ⊂ Y^n for i ∈ {1, . . . , N}, and ∑ g∈F_n Q_F (g|i)W^n(D_i|g) ≥ 1 − λ, ∑ g∈F_n Q_F (g|i)W^n(D_j |g) ≤ λ (1.6)

for all i, j ∈ {1, . . . , N} and i ≠ j . Let N_F (n, λ) be the maximum integer N for which a randomized (n, N, λ) IDF code for W exists. We also use W̃ (y|x) = ∑ z W (y, z|x)

and call {X , W̃ , Y} the main channel. Our goal is to determine the double exponential growth of N_F (n, λ) . Insofar we have the following result.

Theorem 1. If the transmission capacity C of the main channel W̃ is positive, then we have for all λ ∈ ( 0,^1_2 ) : lim inf_{n→∞} 1 n log log N_F (n, λ) ≥ max I(XU ∧ Y ), (1.7) where the maximum is taken over all joint distributions P_{XY ZU} with P_{XY ZU} (x, y, z, u) = p(x)W (y, z|x)q(u|x, z) satisfying I(U ∧ Z|XY ) < I(X ∧ Y ). Furthermore

lim sup_{n→∞} 1 n log log N_F (n, λ) ≤ max I(XZ ∧ Y ), (1.8) where the maximum is taken over all joint distributions P_{XY Z} with P_{XY Z} (x, y, z) = p(x)W (y, z|x). 4

Remarks.

1. This theorem implies the results of [3] and [4]. To see this, observe that in the case without feedback Z = 0 and both bounds equal Shannon’s transmission capacity. This is the result of [3]. In the complete feedback case we have Z = Y and both bounds equals the maximum entropy H(Y ) . This is the result of [4]. Therefore, Theorem 1 can be viewed as a unification of the results of [3] and [4].

2. A challenging task is to close the gap between the two bounds. We guess that the lower bound is tight, however, a converse proof technique more powerful than those of [3] and [5] is needed!

The second problem concerns identification via a wiretap channel. This channel was introduced by A.D. Wyner [1]. It can be viewed as a probabilistic model for cryptography.

The channel has two outputs. One is for the legitimate receiver and the other, which is a degraded version of the first output, is for the wiretapper. The goal of the communication is to send messages to the legitimate receiver while the wiretapper must be kept ignorant. A more general version of the wiretap channel was studied in [2], where the assumption that the output for the wiretapper is a degraded version of the output for the legitimate receiver is dropped. We address here right away this general model. As defined in [2], a wiretap channel is a quintuple {X , W, V, Y, Z}, (1.9) where X is the input alphabet, Y is the output alphabet for the legitimate receiver, Z is the output for the wiretapper, W = { W (y|x) : x ∈ X , y ∈ Y } is the channel transmission matrix, whose output is available to the legitimate receiver, and V = { V (y|x) : x ∈ X , y ∈ Y } is the channel transmission matrix, whose output is available to the wiretapper. The channel is assumed to be memoryless, that is, the conditional probabilities of the output word y^n and z^n given the input word x^n are W^n(y^n|x^n) = ∏_n t=1 W (y_t|x_t) and V^n(z^n|x^n) = ∏_n t=1 V (z_t|x_t) .

In the classical transmission problem, an (n, M, ε)–code for the wiretap channel is defined as a system { (c_i, D_i) : 1 ≤ i ≤ M } , (1.10)

where for all i c_i ∈ X^n are the codewords and D_i ⊂ Y^n are the disjoint decoding sets. It is required that for any i

λ_i , W^n(D^c_i |c_i) ≤ ε, (1.11)

and if X^n has uniform distribution over {c_i : 1 ≤ i ≤ M} , then 1 n I(X^n ∧ Z^n) ≤ ε. (1.12)

The secrecy capacity of the wiretap channel is defined as the maximum rate of any code which satisfies these conditions. Formally, let

M(n, ε) = max { M : ∃ an (n, M, ε) code}, (1.13)

then the secrecy capacity of the wiretap channel is defined as

C_s = max { R : ∀ε > 0, ∃n(ε) such that for n ≥ n(ε) M(n, ε) ≥ 2^{nR} } . (1.14)

The secrecy capacity of the general wiretap channel was determined in [2]. It is

C_s = max U→X→Y Z I(U ∧ Y ) − I(U ∧ Z). (1.15) The problem of identification via this channel in the sense of [3] can be formulated as folows: For any finite set A let P(A) stand for the set of all probability distributions on A .

Definition 2. A randomized (n, N, λ)–identification code for the wiretap channel is a system { (Q(·|i), D_i) : 1 ≤ i ≤ N } , (1.16)

where, for all i , Q(·|i) ∈ P(X^n) and D_i ⊂ Y^n , which satisfies the following three conditions: 1. for all i ∑ x^n∈X^n Q(x^n|i)W^n(D_i|x^n) ≥ 1 − λ, (1.17)

2. for all pair (i, j) with i ≠ j ∑ x^n∈X^n Q(x^n|j)W^n(D_i|x^n) ≤ λ, (1.18)

and 3. for any pair (i, j) with i ≠ j and any V ⊂ Z^n ∑ x^n∈X^n Q(x^n|j)V^n(V|x^n) + ∑ x^n∈X^n Q(x^n|i)V^n(V^c|x^n) ≥ 1 − λ. (1.19)

In contrast to the transmission problem, the decoding sets for the identification problem are not necessarily disjoint.

Condition 3 enforces that the wiretapper is kept with his error probability close to^1_2 . This is the highest possible value, because the wiretapper could just accept an i of his interest with probability^1_2 . Mathematically, condition 3 means of course that the output distributions for the wiretap channel are almost the same for any two input distributions Q(·|i) and Q(·|j) .

The maximum N for which a randomized (n, N, λ)–identification code exists is denoted by N(n, λ) . Define the secrecy identification capacity of the wiretap channel by letting

C_{si} = max { R : ∀λ > 0, ∃n(λ) such that for n ≥ n(λ) N(n, λ) ≥ 2^{2nR} } . The main result on this problem is the following:

Theorem 2. (Dichotomy Theorem) Let C be the Shannon capacity of the channel W and let C_s be the secrecy transmission capacity of the wiretap channel, then

C_{si} = C, if C_s > 0, (1.20) and C_{si} = 0, if C_s = 0. (1.21)

Remark 3:

This result has solved the second problem. Still it may be of interest to know whether the strong converse holds.

The paper is organized as follows: In Section 2 we discuss the strong converse proof for the channel without feedback from [5], which will be used repeatedly throughout the paper. Sections 3 and 4 are devoted to the proofs of Theorem 1 and Theorem 2, respectively.

2. Proof of Theorem 1

In this section we prove Theorem 1. The converse part is proved in the first subsection, the direct part is proved in the second subsection and deterministic IDF codes are briefly discussed in the last subsection.

2.1 Converse Part of Theorem 1.

For identification via channels without feedback a so–called soft converse was proved in the original paper [3]. The method was refined and strengthened in [5] to give a proof of the strong converse theorem. The techniques used in [3] and [5] are needed in this section as well as for wiretap channels. Although, the proofs in [5] were already simplified compared with those in [3], it is still too long and too complicated to reproduce all the details here. Therefore, in this section, we briefly review some of the key steps and key definitions from [5] and present modifications necessary for our purposes. The details can be found in [5].

We start with a review of some definitions. A probability distribution Q on A is called an n–type if for any a ∈ A Q(a) ∈

{_1 n , . . . ,^i_n , . . . , 1 } . Let Γ be the set of all possible n–types . For any Q ∈ Γ let

T_Q = { a^n : ∀a ∈ A, |{i : a_i = a}| n = Q(a) } . (2.1)

Let B be a subset of A^n and let Q_B denote the uniform distribution on B . Finally an ID code { (Q_i, D_i) : 1 ≤ i ≤ M } is called homogeneous if for every P ∈ Γ

Q_1(T_P ) = · · · = Q_M (T_P ).

We state the first auxiliary result from [5].

Proposition 1. For every (n, N, λ)–ID code, δ > 0 , λ^′ > λ and all sufficiently large n , there exists a homogeneous (n, N^′, λ^′)–ID code satisfying N^′ > N exp { −δn(n + 1)^{|X |} } , where X is the input alphabet.

For a distribution Q on X^n and every P ∈ Γ , define

Q^P (x^n) = Q(x^n) Q(T_P ) . An ID code is called M–regular if for every P ∈ Γ and all i , Q^P_i is of M–type .

Proposition 2. A homogeneous M–regular (n, N, λ)–ID code with λ <^1_2 satisfies log N ≤ n(n + 1)M log |X |. The main result of [5], that is the strong converse for the channels without feedback, follows easily from the following result.

Proposition 3. For every homogeneous (n, N, λ)–ID code, λ^′ > λ , γ > 0 , and for all sufficiently large n , there exists a homogeneous exp{nC+nγ}–regular (n, N, λ^′)–ID code, where C is the Shannon channel capacity.

In the proof of this proposition the following lemma of [5] is needed.

Lemma 1. Let P ∈ Γ and let Q be a probability distribution on T_P . For every ε ∈ [0, ε_0] , δ ∈ [0, δ_0] and for all sufficiently large n , there exists an exp{nC +nγ}–type distribution Q defined on T_P , where C is the Shannon channel capacity, such that for every D ⊂ B^n , where B is the output alphabet,

Q̃W^n(D) ≤ (1 + ε)(1 − e^{−nδ} )^{−1}QW^n(D) + e^{−nδ} , (2.2) Q̃W^n(D) ≥ (1 − ε)(1 − e^{−nδ})QW^n(D) − e^{−nδ} , (2.3) where W is the channel transition probability matrix and where γ = ρ(δ) , and ρ : [0, δ_0] → R^+ is a continuous strictly increasing function such that ρ(0) = 0 .

By checking the proof of this lemma in [5] we can find that actually the following stronger result was proved:

Lemma 2. Let P ∈ Γ and let Q be a probability distribution on T_P . For every ε ∈ [0, ε_0] , δ ∈ [0, δ_0] , let U = {U_1, . . . , U_M ′ } be a random code having independent codewords and with codeword distribution Q . For every R > I(P, W ) , M^′ = e^{nR+nγ} , where γ is defined in Lemma 1, the probability of the event that the following conditions are satisfied approaches 1 as n goes to infinity: For all D ⊂ B^n

Q̃W^n(D) ≤ (1 + ε)(1 − 2^{−nδ})^{−1}QW^n(D) + e^{−nδ} , (2.4) Q̃W^n(D) ≥ (1 − ε)(1 − e^{−nδ})QW^n(D) − e^{−nδ} , (2.5) where Q̃ is the uniform distribution on U .

Since the original proof of Lemma 1 is extremely complicated, instead of copying it step by step we just point out the modifications needed to reach the current conclusions. In this new version, the lemma is strengthened in two points:

1. C is replaced by any R ≥ I(P, W )

2. the existence of such a code is replaced by the conclusion that the random code satisfies (2.4) and (2.5) with probability approaching 1.

The first conclusion can be justified by noticing that equation (32) of [5] is really unnecessary for the lemma. We need only sup V ∈Γ^P_δ I(P, V ) + δ ≤ I(P, W ) + ρ(δ) ≤ R + ρ(δ).

This is so, because we are considering a fixed P anyway.

The second conclusion comes from the following refinement of Lemma 5 of [5].

Lemma 3. Let (ũ_1, . . . , ũ_M ) be the realization of the i.i.d. random variables (U_1, . . . , U_M ) with common distribution Q . Let E be the event that the following conditions are satisfied:

1 M M∑ i=1 1 { ũ_i ∈ H^P_V (y^n) } ≤ (1 + ε)Q ( H^P_V (y^n) ) , for every y^n ∈ G^P_V , 1 M M∑ i=1 1 { ũ_i ∈ H^P_V (y^n) } ≥ (1 − ε)Q ( H^P_V (y^n) ) , for every y^n ∈ G^P_V ,

and 9

1 M M∑ i=1 W^P_V ( (G^P_V )^c|ũ_i ) ≤ e^{− nδ3} .

Then we have P r(E) ≤ e^{− nδ3} + 2e^{− δ23 enδ} . A careful check of the proof of Lemma 5 of [5] shows that the conclusion is what is actually proved, although the statement of the lemma is slightly weaker.

In our proofs we use these definitions and results.

The converse part can be proved by following the argument in [5] with certain modifications. We present in this subsection only the modifications without going into all the details. Since the proofs of the two converses are very similar, pointing out these modifications is good enough for the readers to complete the proof by going through the proof in [5].

Let f be a feedback coding function. With the function f a set of pairs S_f = { (x^n, z^n) : f(z^n) = x^n } is associated. The probability of a pair (x^n, z^n) ∈ S_f is W^n(z^n|x^n) = ∑ y^n W n(y^n, z^n|x^n) . This gives a distribution on the set X^n × Z^n . We denote it by P_f (x^n, z^n) . Let Q(·|i) ∈ P(F_n) be the distribution of the user i . This induces a distribution on X^n × Z^n defined as follows:

P_i(x^n, z^n) = ∑ f∈F_n Q(f|i)P_f (x^n, z^n).

An n–type P on X × Z is called ε–typical if for any x ∈ X and any z ∈ Z | | | P (x, z) ∑ z^′ P (x, z ′) − W (z|x) | | | ≤ ε. Let P^ε_n be the set of all possible ε–typical n–types, then we have from the weak law of large numbers

lim_{n→∞} P_i ⋃ P ∈P^ε_n T_P = 1.

The idea of the proof is the following: a feedback code { (Q(·|i), D_i) : 1 ≤ i ≤ N } induces an identification code without feedback for the channel from (x, z) to y with transition probability W̃ (y|x, z) =^{W (y,z|x)}P_{y′ W (y′,z|x)} of the form { (P_i, D_i) : 1 ≤ i ≤ N } . Therefore, the proofs from [5] can be easily modified and applied to this induced code. The following proposition is modified from Proposition 5 of [5].

Proposition 4. For every (n, N, λ)–feedback identification code and λ^′ > λ , γ > 0 , δ > 0 there exists a homogeneous exp{nT + nγ}–regular (n, N^′, λ^′)–ID code, where N^′ > N exp { −δn(n + 1)^{|X ||Z|} } , and T = max_p I(XZ ∧ Y ) where the joint distribution P_{XY Z} satisfies P_{XY Z} (x, y, z) = p(x)W (y, z|x) .

This proposition is proved by an argument as that used in the proof of Proposition 5 of [5]. The only difference is that Lemma 1 of [5] is now replaced by Lemma 2 of this paper. Therefore C is replaced by max P ∈P^ε_n I(P, W̃ ) = T + ν, where ν is a continuous function of ε satisfying ν(0) = 0 .

The converse is proved now by the same argument as in [5] with Proposition 5 of [5] replaced by this new proposition.

2.2 Proof of the Direct Part of Theorem 1.

The proof of the direct part of Theorem 1 is based on two ideas.

The first one is the idea presented in Section III of [4], where the identification code is constructed by means of two fundamental codes. One code is of block length n and the other one is of block length m , which is much smaller than n . The task of the first code is to set up a common random experiment. The result of the experiment, which is known with high probability to both, the encoder and the decoder, serves as a “public key”. According to this key a codeword of the second code is transmitted in the second step. Two different users use the same codeword for the same public key with very small probability. Therefore the goal of identification is achieved.

The second idea is the well–known superposition coding scheme introduced in [9]. In this coding scheme, there are K steps. In each step, a codeword is sent to transmit a new message as well as to resolve an uncertainty left over from the previous step.

For given δ > 0 and ε > 0 , let P_{XY ZU} be a probability distribution P_{XY ZU} (x, y, z, u) = p(x)W (y, z|x)q(u|x, z) that achieves max I(U ∧ Z|X) under the constraint I(U ∧ Z|XY ) ≤ I(X ∧ Y ) − δ. We construct three codes of block length n using p and q of the form

Code C_1 .

Code C_1 is an (n, M_n, 2^{−nα}) channel code for the channel with W (y|x) = ∑ z W (y, z|x) . The codewords are assumed to be in T_p , where we assume without loss of generality that P is an n–type . The cardinality of the code is M_n = 2^{nI(X∧Y )−εn} , where ε is the given positive number which is assumed to be sufficiently small. Let {D^{(n)}_i : 1 ≤ i ≤ M} be the decoding regions of the codewords of C_1 with maximum decoding error at most 2^{−αn} , where α > 0 is a continuous function of ε satisfying α(0) = 0 .

Code Family C_2(c) .

Code family C_2(c) ⊂ U^n , where U is the alphabet of the random variable U , is a family of source codes indexed by the codewords c ∈ C_1 . This family of codes are required to satisfy the following conditions:

1. Given c ∈ C_1 the codewords in C_2(c) are jointly ε–typical with c with respect to the joint distribution P_{XU} , a marginal of P_{XY ZU} .

2. The cardinalities of the codes are N_n = 2^{nI(U∧Z|X)+εn} for all c ∈ C_1 .

3. For each c ∈ C_1 , there exists a mapping

f_c : Z^n → C_2(c)

satisfying (a) If f_c(z^n) ≠ 0 , then f_c(z^n) , c and z^n are jointly ε–typical . (b) P r ( f_c(z^n) = 0|c ) ≤ 2^{−nβ} , where β is a continuous function of ε satisfying β(0) = 0 .

Code Family C_3(c) .

The code family C_3(c) consists of an integer set {1, . . . , L_n} , where L_n = 2^{n(I(Z∧U|XY )+nγ)} and γ is a continuous function of ε satisfying γ(0) = 0 , and two mappings defined as follows:

Φ_c : C_2(c) → {1, . . . , L_n} and Ψ_c : Y^n × {1, . . . , L_n} → C_2(c),

satisfying P r ( Ψ_c ( Y^n, Φ_c(f_c(Z^n)) ) ≠ f_c(Z^n)|c ) ≤ 2^{−nσ}, where σ is a continuous function of ε with σ(0) = 0 .

Proof of the existence of the codes (code families).

The existence of the code C_1 is based on the channel coding theorem with maximum error criterion ([10]).

The existence of the code family C_2(c) is proved by the random coding method. Since the method is classical, we give only a brief outline of the proof. The code is selected randomly according to the distribution r^n(u^n|c) = ∑ y^n,z^n q n(u^n|c, z^n)W^n(y^n, z^n|c) . The N_n codewords are selected independently. The mapping f_c is defined by using joint ε–typicality as follows:

1. If there exists a unique codeword c_2(c, i) in C_2(c) which is jointly ε–typical with z^n and c , then let f_c(z^n) = i , 2. otherwise, let f_c(z^n) = 0 .

The properties of f_c are proved by using the properties of the joint ε–typical sequences. These proofs are standard and therefore omitted.

The existence of the code family C_3(c) is proved by using the source coding theorem with side information and by noticing the following fact. Since the joint distribution of c , Y^n , U^n , Z^n and f_c(Z^n) are given by the joint distribution of X^n , Y^n , Z^n , U^n , the code C_2(c) and the mapping f_c , then

H ( f_c(Z^n)|c, Y^n ) = I ( Z^n ∧ f_c(Z^n)|c, Y^n ) = H ( Z^n|c, Y^n) − H(Z^n|c, Y^n, f_c(Z^n) ) = H(Z^n|c, Y^n) − H ( Z^n|c, Y^n, U^n, f_c(Z^n) )

(where U^n is the codeword of C_2(c) whose index is the value of f_c(Z^n) )

≥ H(Z^n|c, Y^n) − H(Z^n|c, Y^n, U^n) = ∑ i H(Z_i|x_i, Y_i) − H(Z_i|x_i, Y_i, U_i) = nI(Z ∧ U|X, Y ) + βn, where β goes to zero as ε goes to zero. In the last step of the derivation we used the typicality of the codewords. Applying the source coding theorem with side information (if necessary, we may repeat the same code N times and use nN in place of n ) to this case gives the existence of the code family C_3(c) .

Using these three codes (code families), the coding scheme can be described. It includes two steps. In the first step, the sender and the receiver set up with high probability a common random experiment. In the second step, based on the result of the common random experiment, the sender sends a codeword to the receiver.

We formulate the two steps as follows:

1. The coding is done in K blocks. Each block is of length n . The code C_1 is partitioned into L_n = 2^{nI(U∧Z|XY )+γn} subcodes of equal size (roughly) B_n = 2^{n(I(X∧Y )−I(U∧Z|X,Y )−γ−ε)} , which are denotes by C^m_1 for m = 1, . . . , L_n . The codewords of the subcodes are indexed by the numbers in {1, . . . , B_n} . Since I(X ∧ Y ) > I(U ∧ Z|X, Y ) + δ , this is possible for ε small enough. We send a fixed codeword, say c_1 in C_1 , in the first block. In the second block, based on the feedback signal Z^n_1 in the first block, we send a c_2 ∈ C^m_1 where m = Φ_{c1} ( f_{c1} (Z^n_1 ) ) is determined by the channel and where c_2 is selected from the code C^m_1 randomly with respect to the uniform distribution. In the following steps i for i = 3 to K , if the feedback signal in the previous step is Z^n_{i−1} , then the sender sends c_i ∈ C^{mi}_1 where m_i = Φ_{ci−1} ( f_{ci−1} (Z^n_{i−1}) ) . c_i is selected randomly with respect to the uniform distribution in C^{mi}_1 . The codewords c_1, . . . , c_K can be correctly decoded with probabilities at least 1−K2^{−nα} . Then the codewords of the second code { f_{c1} (Z^n_1 ), . . . , f_{cK−1} (Z^n_{K−1}) } can be recovered with probability at least 1 − (K − 1)2^{−nσ} under the condition that the codewords from the code C_1 are correctly decoded. The overall misdecoding probability is at most

P_e = K(2^{−nα} + 2^{−nγ} ).

This means that with probability at least 1 − P_e the sender and the receiver have a common knowledge of { f_{c1} (Z^n_1 ), . . . , f_{cK−1} (Z^n_{K−1}) } and the indices b_i of the codewords c_i in their corresponding subcodes C^m_1 of the code C_1 , which are numbers from the set {1, . . . , B_n} , at the end of the first K blocks. They are viewed as the result of the common random experiment.

2. Let F = { F : F : {1, . . . , N_n}^{K−1} × {1, . . . , B_n}^K → C_1 } . (2.6)

Each user is assigned a mapping in F . Let F_j be the mapping assigned to the user j . Once { f_{c1} (Z^n_1 ), . . . , f_{cK−1} (Z^n_{K−1}) } and {b_1, . . . , b_K } from the first K steps are available to the sender (and with probability at least 1 − P_e correctly to the receiver), the user j selects a codeword F_j ( f_{c1} (Z^n_1 ), . . . , f_{cK−1} (Z^n_{K−1}), b_1, . . . , b_K ) ∈ C_1 , and sends it through the channel. This codeword can be decoded correctly with probability at least 2^{−nα} .

We now prove that, if the user number satisfies a certain condition, then there exists mappings F_j for the users such that the two kinds of error probabilities of the code described above satisfy the requirement of the identification code.

Obviously, the misrejection probability is at most 1 − (K + 1)(2^{−nα} + 2^{−nγ} ) , which goes to zero as n goes to infinity for a fixed K .

The misacceptance probability can be estimated as follows: we assume that the mapping is selected according to the uniform distribution on F and the selection for different users are independent. Let F_0 be the mapping assigned to the user to be identified, let F_i be the mapping assigned to the user i . For a particular v = ( f_{c1} (Z^n_1 ), . . . , f_{cK−1} (Z^n_{K−1}), b_1, . . . , b_K) ,

F_0(v) = F_i(v)

with probability 2^{−nI(X∧Y )+nε} = M^{−1}_n . The misacceptance probability, when the user is i , is greater than λ + p_e (where p_e is the probability that the receiver and the sender can not reach a common result of the random experiment and which goes to zero as n goes to infinity) with probability at most

N^{K−1}_n B^K_n (1 − 2^{−nI(X∧Y )+nε})^{N K−1n BKn −G}(2^{−nI(X∧Y )+nε})^G ( N^{K−1}_n B^K_n G ) , where

G = max { |V| : P r(v ∈ V) ≤ λ } . Since any set V with cardinality at most

2^{−2Knε}N^{K−1}_n B^K_n = 2^{n(K−1)I(U∧Z|X)−nε}B^K_n has a vanishing probability as n goes to infinity, we have G ≥ 2^{−2Knε}N^{K−1}_n B^K_n . Therefore, when 2Kε < I(X ∧ Y ) − ε this probability has an upper bound

2^{−2n(K−1)I(U∧Z|X)+nK(I(X∧Y )−I(U∧Z|X,Y ))−n(K+1)ε−nKγ+o(nK)} ≤ 2^{−2n(K−1)I(XY ∧Y )−n(K+1)ε−nKγ+o(nK)} . When user i is to be identified, the probability that there exists a user j ≠ i having misacceptance probability at least λ + p_e is at most 1 − ( 1 − 2^{−2n(K−1)I(XU∧Y )−n(K+1)ε−nKγ+o(nK)} )_M . This goes to zero when M ≤ 2^{2n(K−1)I(XY ∧Y )−n(K+1)ε−nKγ+o(nK) −εn}. If we delete users for whom there exists at least one different user having misacceptance probability at least λ + p_e , then the number of users deleted is in average a vanishing portion of all M users. Therefore, there exists a set of mappings for M^′ users out of the M users, where M^′ = 2^{2n(K−1)I(XU∧Y )−n(K+1)ε−nKγ+o(nK) −2εn}, such that the subcode of these users satisfies all requirements of the identification code. The rate of the code is at least^{K−1}_{K+1} I(XY ∧ Y ) − 2ε − γ . For large K , this is greater than I(XU ∧Y )−3ε−γ . Letting ε go to zero the direct part of Theorem 1 is proved.

2.3 Deterministic Identification Codes.

Another result of [4] is for deterministic feedback identification codes. Actually, the same concept can be defined for channels with noisy feedback. In this subsection, we present only the definitions and results for this concept without detailed proofs. These results are proved by the method used for the randomized identification code with some modifications.

Definition 3. A deterministic (n, N, λ) IDF code for W is a system { (f_i, D_i) : i = 1, . . . , N } with f_i ∈ F_i, D_i ⊂ Y^n for i ∈ {1, . . . , N}, and W^n(D_i|f_i) ≥ 1 − λ, W^n(D_j|f_i) ≤ λ, (2.7) for all i, j ∈ {1, . . . , N} and i ≠ j . Let N_f (n, λ) be the maximum integer N for which a deterministic (n, N, λ) IDF code exists.

Here are our results for this quantity.

Theorem 3. If the transmission capacity C of W is positive, then we have for all λ ∈ ( 0,^1_2 ) : lim inf_{n→∞} 1 n log log N_f (n, λ) ≥ max I(Z ∧ U|X), (2.8)

where the maximum is over all joint distributions P_{XY ZU} with P_{XY ZU} (x, y, z, u) = p(x)W (y, z|x)q(u|x, z) satisfying I(U ∧ Z|XY ) < I(X ∧ Y ). Furthermore

lim sup_{n→∞} 1 n log log N_f (n, λ) ≤ min { max I(XZ ∧ Y ), max H(Z|X) } , (2.9)

where the maximum is taken over all joint distributions P_{XY Z} with P_{XY Z} (x, y, z) = p(x)W (y, z|x).

3. Proof of Theorem 2

In this section we prove Theorem 2. The direct part is proved in the first three subsections and the converse part is proved in the last subsection.

3.1 Preparations for the Proof of the Direct Part.

In the proof of the direct part of Theorem 2, we use a coding technique introduced in Section III of [4], where the identification code is constructed by means of two fundamental codes. This coding technique has been already used for channels with noisy feedback. By Shannon’s coding theorem, we know that for every ε > 0 , ε < C , where C is the Shannon capacity of the main channel W , there is a δ = δ(ε) > 0 and an n_0(ε) such that for n > n_0(ε) , there exists an (n, M, 2^{−nδ}) code

C_1 = { (c̃_j , C̃_j) : j = 1, . . . , M } (3.1)

where M = 2^{n(C−ε)} . This code serves as the first fundamental code which will be used in the construction of the identification code.

For the wiretap channel, in place of the second fundamental code, we use a code system which consists of a code of length m and a collection of subcodes of this code. This code system should satisfy certain conditions described later. To construct this code system, we use a random variable U jointly distributed with random variables X , Y and Z . The joint distribution of these random variables is of the form P_{UXY Z} (u, x, y, z) = q(u)r(x|u)W (y, z|x), (3.2) which satisfies the condition I(U ∧ Y ) > I(U ∧ Z). (3.3) The following proposition gives the existence of a code system which will be used in the construction of the identification code. Let W̃ (y|u) = ∑ x r(x|u)W (y|x) . W̃ is called the u, y–channel . Let Ṽ (z|u) = ∑ x r(x|u)V (z|x) . Ṽ is called the u, z–channel .

Proposition 5. For any ε > 0 there exists a δ(ε) > 0 and an m_0 such that for any m > m_0 there exist an (m, M^′, 2^{−mδ}) code

C_2 = { (c^′_i, D^′_i) : 1 ≤ i ≤ M^′ } (3.4)

for the u, y–channel W̃ , where M^′ = 2^{m(I(U∧Y )−ε)} , and L = 2^{mε} subcodes

L = {C^∗_i : i = 1, . . . , L} (3.5)

of the code C_2 with a common cardinality M^∗ = 2^{m(I(U∧Z)+ε)} having the following two properties:

1. The number of common codewords of any two different subcodes is at most εM^∗ . 2. Let Q_i be the uniform distribution on C^∗_i . Then for every pair i and j : i ≠ j , D(Q_iṼ^m‖Q_jṼ^m) ≤ ε.

This proposition will be proved in Subsection 3.3.

3.2 Proof of the Direct Part of Theorem 2.

Using these two fundamental codes, we can construct the identification code as follows: Let {1, . . . , L} be the index set of L , the set of subcodes of the second fundamental code C_2 . We consider mappings of the form ϕ : C_1 → {1, . . . , L}. (3.6) Let Φ be the set of all possible mappings ϕ . The Hamming distance of two mappings ϕ and ψ is defined as the number of codewords of C_1 at which ϕ and ψ have different values. It can easily be seen that we can construct by the greedy algorithm a set of mappings of cardinality at least

N = L^M ∑_M k=εM (_M k ) (L − 1)^{M−k} ≥ 2^{MD(ε‖L−1)} M ≥ 2^{2nC−2εn} , where

D(ε‖L^{−1}) = ε log ε L^{−1} + (1 − ε) log 1 − ε 1 − L^{−1} , satisfying the property that the Hamming distance between any pair of different mappings in the set is at least M − εM . Let this set of mappings be

Φ^∗ = {ϕ_i : 1 ≤ i ≤ N}, (3.7)

which will be used in the construction of the identification codes. Let P be the uniform distribution over the code C_1 , q^∗_i be the uniform distribution on the subcode C^∗_i , and let Q^∗_i = q^∗_i r^m , which is a distribution on the alphabet X^m . Let mapping ϕ_i be assigned to user i , then the distribution Q(·|i) in the identification code is defined as follows: for x^n ∈ X^n and x^m ∈ X^m Q ( (x^n, x^m)|i ) = P (x^n)Q^∗_{ϕi(x}n_)(x^m). (3.8)

The decoding set D_i is defined as

D_i = M⋃ t=1 D̃_t × D^ϕi^{((c̃}t^),

where

D^{(s)} = ⋃ c^′∈C^∗_s D^′_c′ , and where D̃_t was defined in (3.1) and D^′_i when c^′ = c^′_i (which was defined in (3.4)). We now estimate the first and the second kinds of error probabilities of this code.

We have for user i , the first kind of error probability is ∑ (x^n,x^m)∈X^{n+m} Q ( (x^n, x^m)|i ) W^{n+m}(D_i|x^n, x^m)

≥ 1 − 1 − M∑ t=1 P (c̃_t)W^n(D̃_t|c̃_t) + 1 − M∑ t=1 P (c̃_t) ∑ c^′∈C_{Φi(c̃t )} q^∗_{ϕi(c̃t)}(c^′)W̃^m ( D^{(ϕi(c̃t))}|c^′ )

≥ 1 − 2^{−nδ} − 2^{−mδ}. (3.9)

If i ≠ j , then the second kind error probability for the user j , when user i is to be identified, is ∑ (x^n,x^m)∈X^{n+m} Q ( (x^n, x^m)|j ) W^n(D_i|x^n, x^m)

≤ 1 − M∑ t=1 P (c̃_t)W^n(D̃_t|c̃_t) + M∑ t=1 P (c̃_t) ∑ c^′∈C_{ϕj (c̃t )} q^∗_{ϕj (c̃t)}(c^′)W̃^m(D^{(ϕi(c̃t))}|c^′) ≤ 2^{−nδ} + ∑ t:ϕ_i(c̃_t)=ϕ_j (c̃_t)

P (c̃_t) + ∑ t:ϕ_i(c̃_t)≠ϕ_j (c̃_t)

P (c̃_t) ∑ c^′∈C_{ϕj (c̃t)} q^∗_{ϕj (c̃t)}(c^′)W̃^m(D^{(ϕi(c̃t))}|c^′)

≤ 2^{−nδ} + ε + ∑ t:ϕ_i(c̃_t)≠ϕ_j (c̃_t)

P (c̃_t) ∑ c^′∈C_{ϕj (c̃t)} q^∗_{ϕj (c̃t)}(c^′) ∑ c^{′′}∈C_{ϕi(c̃t )} W̃^m(D^′_{c′′} |c^′)

≤ 2^{−nδ} + ε + ∑ t:ϕ_i(c̃_t)≠ϕ_j (c̃_t)

P (c̃_t) ∑ c^′∈C_{ϕj (c̃t)}∩C_{ϕi(c̃t)} q^∗_{ϕj (c̃t)}(c^′)W̃^m(D^′_c′ |c^′) + ∑ t:ϕ_i(c̃_t)≠ϕ_j (c̃_t)

P (c̃_t) ∑ c^′∈C_{ϕj (c̃t)} q^∗_{ϕj (c̃t)}(c^′)W̃^m ( (D^′_c′ )^c|c^′ )

≤ 2^{−nδ} + 2ε + 2^{−mδ}. (3.10)

For a fixed λ <^1_2 , let n be sufficiently large and then m be sufficiently large and ε sufficiently small, the requirement for these two error probabilities in the definition of the identification code can be satisfied.

The next problem is to prove that the wiretapper can not identify, that is, we need to prove (1.19).

We see that for any pair i ≠ j , D ( Q(·|i)V^{n+m}‖Q(·|j)V^{n+m} ) = ∑ c̃∈C_1 P (c̃)D(Q_{ϕi(c̃)}V^m‖Q_{ϕj (c̃)}V^m ) ≤ ∑ c̃∈C_1 P (c̃)ε = ε. (3.11) 19

Therefore, for any region V ⊂ Z^{n+m} , denoting by V_i the distribution Q(·|i)V^{n+m} and by V_j the distribution Q(·|j)V^{n+m} , we obtain

V_i(V) log V_i(V) V_j (V)

+ V_i(V^c) log

V_i(V^c) V_j (V^c) ≤ D(V_i‖V_j ) ≤ ε. Since

D(α‖β) = α log α β +(1−α) log 1 − α 1 − β = −α log ( 1 + β − α α ) −(1−α) log ( 1 + β − α 1 − α )

≥ −α β − α α − (1 − α) β − α 1 − α = 2(β − α). Similarly D(β‖α) ≥ 2(α − β). From D(V_i‖V_j ) ≤ ε, and D(V_j ‖V_i) ≤ ε, we obtain

V_i(V) log V_i(V) V_j (V)

+ V_i(V^c) log

V_i(V^c) V_j (V^c) ≤ ε, and V_j (V) log

V_j (V) V_i(V) + V_j (V^c) log

V_j (V^c) V_i(V^c) ≤ ε. This implies |V_i(V) − V_j (V)| ≤ ε 2 . We can see that the last inequality implies the last requirement for the identification code. The direct part of Theorem 2 is proved.

3.3 Proof of Proposition 5.

To construct the second fundamental code with the required structure and properties, we use the random coding method. It is well known that there exists an (m, M^′, 2^{−mδ}) code C_2 . Without loss of generality, we can assume that the distribution q of U is an m–type and C_2 ⊂ T_q . To construct the random family of subcodes of this code {C^∗_i : i = 1, . . . , L} satisfying the required properties, we proceed as follows: The size of the code is M^′ = 2^{m(I(U∧Y )−ε)} and the common size of the subcodes is M^∗ = 2^{m(I(U∧Z)+γ)} , where the number γ is introduced in Lemma 1. This is possible because I(U ∧Y ) > I(U ∧Z) . A subcode of this code can be selected by using a binary M^′–sequence s = (s_1, . . . , s_M ′ ) , where s_i is either 0 or 1. A codeword c^∗_i is in the subcode C_s if and only if s_i = 1 . After the code C_2 is selected, we select L = 2^{mε} subcodes of C_2 . Let these subcodes be C^∗_i . These codes are choosen randomly by letting for any s of weight M^∗

P r(C^∗_i = C_s) = 1 (_{M ′} M^∗ ), and the selections for different i are done independently. We are going to prove that for the random code choosen as above with probability approaching 1 as m goes to infinity the code has the required properties.

From Lemma 2, the subcode selected satisfies the following condition with probability approaching 1: for every D ⊂ Z^m , let Q̃ be the uniform distribution on the subcode, then

Q̃Ṽ^m(D) ≤ (1 + ε)(1 − e^{−mδ})^{−1}QṼ^m(D) + e^{−mδ}, (3.12)

Q̃Ṽ^m(D) ≥ (1 − ε)(1 − e^{−mδ})QṼ^m(D) − e^{−mδ}. (3.13)

For sufficiently large m , we may assume that this probability is at most ε . We prove that if two subcode C_i and C_j both satisfy this condition, then

D(Q_iṼ ‖Q_jṼ ) ≤ β(ε), (3.14)

where β(ε) goes to zero as ε does and where Q_i denotes the uniform distribution on the code C^∗_i .

This is proved as follows: Let

D_t = { z^m : ∑ u^m Q_iṼ^m(z^m|u^m) > t ∑ u^m Q_jṼ^m(z^m|u^m) } ,

then

(1 + ε)(1 − e^{−mδ})^{−1}QṼ^m(D_t) + e^{−mδ} > t(1 − ε)(1 − e^{−mδ})QṼ^m(D_t) − te^{−mδ}.

This implies (1 + t)e^{−mδ} > ( t(1 − ε)(1 − e − mδ) − (1 + ε)(1 − e^{−mδ})^{−1} ) QṼ^m(D_t), that is

QṼ^m(D_t) < (1 + t)e^{−mδ} ( t(1 − ε)(1 − e^{−mδ}) − (1 + ε)(1 − e^{−mδ})^{−1} ). We know that ∑ u^m Qi(u m)Ṽ^m(z^m|u^m) ∑ u^m Qj(u m)Ṽ^m(z^m|u^m)

is at most e^{αm} , where α = log^{max Ṽ (z|u)}_{min Ṽ (z|u)} . Letting t =^{(1+ε)2(1−e−mδ )−1}_{(1−ε)(1−e−mδ )} , we obtain

D(Q_iṼ ‖Q_jṼ ) ≤ (1 + t)e^{−mδ}(1 − e^{−mδ}) ε(1 + ε) mα + log t. (3.15)

We can easily see that the right hand side of (3.15) approaches zero as m goes to infinity and then ε goes to zero.

By randomly selecting L subcodes, then deleting those subcodes for which the conditions in the Lemma are not satisfied, the number of remaining subcodes is in average at least L(1 − ε) . This is enough for our purpose.

We now prove that the intersection of two subcodes has more than εM^∗ codewords with doubly exponentially small probability. This is done by the following calculation:

P r(|C_i ∩ C_j )| > εM^∗) ≤ M^∗ (_M ∗ εM^∗ )(_M ′_{−M} ∗ (1−ε)M^∗ ) (_{M ′} M^∗ ) , which is doubly exponentially small. This proves that with probability approaching 1, any pair of the subcodes satisfy the condition that their intersection has a size at most εM^∗ . The proposition is proved.

3.4 Proof of the Converse Part.

We begin with the following lemma.

Lemma 4. Let Q_1 and Q_2 be two distributions on Z^m and for any V ⊂ Z^m ,

Q_1(V) + Q_2(V^c) > 1 − ε, (3.16)

and let U be a binary random variable with uniform distribution and V (z^m|U = i) = Q_i for i = 1, 2 then I(U ∧ Z^m) ≤ inf_{x>0} 2 x + log 1 1 −^1_2 xε

. (3.17)

Proof. Let

V_t = { z^m : Q_1(z^m) < tQ_2(z^m) } , then Q_1(V_1) + Q_2(V^c_1 ) ≤ tQ_2(V_t) + 1 − Q_2(V_t).

Therefore

tQ_2(V_t) + 1 − Q_2(V_t) > 1 − ε.

This implies

(1 − t)Q_2(V_t) < ε,

that is, for 0 ≤ t < 1

Q_2(V_t) < ε 1 − t . Similarly for t > 1 ,

Q_1(V^c_1 ) < tε t − 1 . Therefore, for any 0 ≤ t < 1 ,

I(U∧Z^m) = ∑ z^m 1 2 Q_1(z^m) log 1 2 Q_1(z^m) 1 4 (Q_1(z^m) + Q_2(z^m)) + 1 2 Q_2(z^m) log 1 2 Q_2(z^m) 1 4 (Q_1(z^m) + Q_2(z^m)) .

For any t , 0 ≤ t < 1 , we have for z^m /∈ V_t ∪ V^c_{1t} | | |log 1 2 Q_1(z^m) 1 4 (Q_1(z^m) + q_2(z^m)) | | | ≤ 1 + log 1 1 + t , and for any z^m 23

1 2 Q_1(z^m) log 1 2 Q_1(z^m) 1 4 (Q_1(z^m) + Q_2(z^m)) + 1 2 Q_2(z^m) log 1 2 Q_2(z^m) 1 4 (Q_1(z^m) + Q_2(z^m)) ≤ 1 2 ( Q_1(z^m) + Q_2(z^m) ) . Therefore

I(U ∧ Z^m) ≤ ∑ z^m∈V_t∪V^c_{1t} Q_1(z^m) log 1 2 Q_1(z^m) 1 4 (Q_1(z^m) + Q_2(z^m))

+ 1 2 Q_2(z^m) log 1 2 Q_2(z^m) 1 4 (Q_1(z^m) + Q_2(z^m))

+ 1 + log 1 1 + t ≤ 1 2 ( Q_1(V_t) + Q_2(V_t) + Q_1(V^c1_t ) ) + 1 + log 1 1 + t

≤ (1 + t) ε 1 − t + 1 + log 1 1 + t .

Taking t = 1 − xε , we obtain I(U ∧ Z^m) ≤ 2 x + log 1 1 −^1_2 xε . This proves the lemma.

Lemma 5. Let Q_1 and Q_2 be two distributions on Z^m for which there exists a V ⊂ Z^m such that

Q_1(V) + Q_2(V^c) < ε, (3.18)

and let U be a binary random variable with uniform distribution and V (z^m|U = i) = Q_i for i = 1, 2 , then

I(U ∧ Z^m) ≥ h ( 1 2 (1 − ε) ) . (3.19)

Proof. I(U ∧ Z^m) ≥ − [ 1 2 Q_1(V) log

Q_1(V) + Q_2(V)

2Q_1(V) + 1 2 Q_2(V) log

Q_1(V) + Q_2(V) 2Q_2(V) + 1 2 Q_1(V^c) log

Q_1(V^c) + Q_2(V^c) 2Q_1(V^c) + 1 2 (V) log

Q_1(V^c) + Q_2(V^c) 2Q_2(V^c) ]

≥ h ( 1 2 (1 − ε) ) . (3.20)

The existence of the identification code at a positive rate implies the existence of distributions Q(·|i) and decoding regions D_i such that 24

1. for all i ∑ x^n∈X^n Q(x^n|i)W^n(D_i|x^n) ≥ 1 − λ, (3.21)

2. for any pair i ≠ j ∑ x^n∈X^n Q(x^n|j)W^n(D_i|x^n) ≤ λ, (3.22)

and 3. for any pair i ≠ j and any V ⊂ Z^n ∑ x^n∈X^n Q(x^n|j)V^n(V|x^n) + ∑ x^n ∈ X^nQ(x^n|i)V^n(V^c|x^n) ≥ 1 − λ. (3.23)

From the first two properties, we obtain ∑ x^n∈X^n Q(x^n|i)W^n(D^c_i |x^n) + ∑ x^n∈X^n Q(x^n|j)W^n(D_i|x^n) ≤ 2λ,

which implies by Lemma 4 that for the random variable U defined there we have

I(U ∧ Y^n) ≥ h ( 1 2 (1 − 2λ) ) . By the third property and Lemma 3, the same random variable U satisfies I(U ∧ Z^n) ≤ inf_{x>0} 2 x + log 1 1 −^1_2 xλ . Then λ is small enough, we obtain the following conclusion: there exists a random variable U satisfying (i) U → X^m → Y^mZ^m (ii) I(U ∧ Y^m) > I(U ∧ Z^m) . The converse part is proved by noticing the following fact

Proposition 6. If there exists an m and a U satisfying the requirements (i) and (ii), then C_s > 0. Proof. 0 < I(U ∧ Y^m) − I(U ∧ Z^m) = m∑ t=1 I(U ∧ Y_t|Y_1, . . . , Y_{t−1}, Z_{t+1}, . . . , Z_m) − I(U ∧ Z_t|Y_1, . . . , Y_{t−1}, Z_{t+1}, . . . , Z_m).

Therefore, there exists a t such that

I(U ∧ Y_1|Y_1, . . . , Y_{t−1}, Z_{t+1}, . . . , Z_m) − I(U ∧ Z_t|Y_1, . . . , Y_{t−1}, Z_{t+1}, . . . , Z_m) > 0, which implies

C_2 > 0.

The converse is proved.

Remark 4. Inspection of the proof shows that the possibility of “save” identification for two options (or for one bit) implies “save” identification at rate equal to Shannon’s capacity.

References

[1] A.D. Wyner, “The wire–tap channel”, Bell Syst. Tech. J., vol. 54, 1355–1387, 1975.

[2] I. Csiszár and J. Körner, “Information Theory: Coding Theorems for Discrete Memoryless Systems”, New York, Academic, 1981.

[3] R. Ahlswede and G. Dueck, “Identification via Channels”, IEEE Trans. Inform.

Theory, vol. 35, 15–29, 1989.

[4] R. Ahlswede and G. Dueck, “Identification in the Presence of Feedback”, IEEE Trans. Inform. Theory, vol. 35, 30–39, 1989.

[5] T.S. Han and S. Verdu, “New Results in the Theory of Identification cia Channels”, IEEE Trans. Inform. Theory, vol. 38, No. 1, 14–25, 1992.

[6] T.S. Han and S. Verdu, “Approximation Theory of Output Statistics”, IEEE Trans. Inform. Theory, vol. 39, No. 3, 1993.

[7] R. Ahlswede and B. Verboven, “On Identification via Multiway Channels with Feedback”, IEEE Trans. Inform. Theory, vol. 37, 1519–1526, 1991.

[8] R. Ahlswede, N. Cai and Z. Zhang, “Erasure, List and Detection Zero Error Capacity for Low Noise and a Relation to Identification”, SFB 343 “Diskrete Strukturen in der Mathematik”, Bielefeld, Preprint 93–068, 1993, submitted to IEEE.

[9] T.M. Cover and C.S.K. Leung, “An Achievable Rate Region for the Multiple Access Channel with Feedback”, IEEE Trans. Inform. Theory, vol. 27, 292–298, 1981.

[10] R. Ahlswede, “A Method of Coding and an Application to Arbitrarily Varying Channels”, J. Comb. Inf. & Syst. Sc. vol. 5, No. 1, 10–35, 1980. 26